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Why Client-Side Attacks?



From the Outside




Reason(s) !!!

Compromising a network perimeter
today is much more difficult:

Better network design (Subnets, VLAN, DMZ,
Quarantine Networks, etc)

Server hardening,

AV, IDS, IPS, UTM, NewGen Firewalls, etc
NSM (ex: SecurityOnion), SIEM (ex: OSSIM),
Improvement in software’s security,
Security Teams,

Others?
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Check the Inside!




Questions?

Who has access to the network?
Who has access to the systems?
Who has access to the data?

Who has access to the Internet from
inside the network?

Who has access to the assets?
Who has access anytime to all above?



Yes, it’s the ...



Client-Side Attacks

So we can now formally say:

“ Client-Side Attacks, is the attack that
targets the user’s computer
environment ”



Client-Side Attacks — Cont.

Very dangerous,
High success ratio,

Hard to detect, and can bypass
security boundaries (FW, IDS, etc) ,

Most common type of attack found
today,

Most of the high profile companies
breaches today was initiated with a
Client-Side Attack!



User Environment

Includes but not limited to:

Document Readers (doc, pdf, ppt, xls, etc)

Web Browsers (IE, Firefox, Safari,
Chrome, etc),

Media Players (WM Player, Real Player,
iTunes, etc)

Internet Messengers (MSN, Gtalk, Skype,
etc)

Other Applications?



Targeted attacks 2009

Microsoft
PowerPoint
4.52%

Microsoft Excel
7.39%

€]

Adobe Acrobat _/‘\
Reader
48.87%

bt  ' . Microsoft Word
A “ | 30 22%

W]

2009 PDF Most Common File Type in Targeted Attacks (F-Secure)




How it works?

Attacker poses to the user as a service
provider (email, website, files, etc)

Client is tricked /forced to communicate
with the malicious service provided,

Service provider then exploits a
vulnerability in the client’s environment!



Social Engineering?

Not essential,

But, ... can be part of the attacking
phase



Hard to Secure

Usually are initiated by a Trusted Party!

The client environment is a complex working
area, which makes it very hard to secure,

Servers are far more easier to secure!
Have less protection,
No patching
Have Internet access (not always),
Attack maybe initiated from the INSIDE!

Can browse network shares, access files,
printers, and might even be able to run
commands remotely (admin)!



User Categories

Unrestricted User:
Security Specialist
Network Admin
System Admin
Database Admin
Others?




User Categories

Restricted User
HR,
Programmer (IT Related),
Analyst,
Secretary,
Typist (data entry),
Guest,
Others?




Choosing the Target

Choosing your user target depends on
the level of access you want to reach,

Accessing a high level user for sure is
the best, but some circumstances
come by:

“supposed to be” more aware of the
privileges they have, and it’s not easy to
try and trick an admin to give you his
password for example!




Choosing the Target — Cont.

Select the user with the highest
success ratio you can reach!

Assess and Evaluate from the top of
the list, then go downwards,

Compromising a guest user, 1s better
than nothing at all!

Start with least priv. and escalate to
highest priv.



Don’t Forget!

Client-Side attacks are not always
approved to be part of the engagement
pProcess,

That’s why it’s very important to
check the rules of engagement!



Methodology

Recon
Delivery Technique
Start the Attack



Delivery Techniques

Email:

Malicious Link
Malicious attachment,
Ask for credentials.



Delivery Techniques — Cont.

Web:
Browser Exploits,
Browser Add-ons Vulnerabilities,
XSS to Vulnerable Website,

Force Downloading and Running
Malicious Code using JavaScript,

Inject Code into Web Server/Application,

Your Company’s own Website (
) 1



Examples



Fake URL(s)

Hidden

Obfuscated

Short URL(s): , , etc
Eye Deceiving



HTML Stuff

iFrame

Body onLoad,

Meta refresh

HTTP Headers



Others

XSS

MITM
Ettercap
Cain & Abel,
Rogue AP (Karmetasploit, DIY, etc)



Dear Yahoo! User,

We encountered a billing error when attempting to renew your ¥ahoo! senice
This type of error usually indicates that either the credit card you have on file
has expired ar that the billing address we have i1s not current

This is your final notice Please take a 20 moment to update your credit
card information by clicking here and submitting your information.

Fleaze note that we will attermpt to renew your service five days from today. If
we are still unable to charge your credit card at that time, your service will be
terminated.

sincerely,
Yahool Billing Department




Cit|

Dear client of the Citl

As the Technical senvice of the Citibank have been currently updating the software,
We kandly ask you to follow the reference given below to confirm your data, otherwse

VOLI ACCesS to the system may be hlocked.

ntts (e da-Us citbank comisignin/scrintslogim2iuser setup Jsp

We are grateful for your cooperation.

A member of citigroup
Copynght © 2004 Citicorp




Malcode W

_

Thanks for the purchase!

Booking number: NEOJOXHBA

You will :'ind@ttached to this letter PASSENGER ITINERARY HEEZIPI) of your electronic ticket.
It verifies that you paid the ticket in LULl &nd CORLirms your right for air travel and luggage

On board you will be offered:

- beverzges;

- food;

- daily press.

You are guaranteed top-gquality services and attention on the part of our benevolent personnel.

We recommend you to print PASSENGER ITINERARY RECEIET and tske it alone to the sirport. It will

See you on board!
Best regards,

(_'-.Welta Air Linesl)




PayPal

Dear valued paypal member:

It has come to our attention that your paypal account informations needs to be
updated as part of our continuing commitment to protect your account and to
reduce the instance of fraud on our website. If you could please take 5-10 minutes
out of your online experience and update your personal records you will not run into
any future problems with the online service.

However, failure to update your records will result in account suspension.
Please update your records on or before December 25, 2007,
you are requested to update your account informations at the following link.

Click Here To update your informations.




(@ Spam (7)
(f Trash

@& My Photos

&1 My Attachments

You don't have any Mobile
Text contacts yet.

Start a Text Message

ADVERTISEMENT

DINERDASH:

p: /fwww.worldofwarcrnaft.com/

Greetings!
This is an automated notification regarding the recent change(s)

verify your account information, or else Blizzard will stop using your account’s right
www worldofwarcraft. com
Blizzard gaff will verify your account information submitted in two days, please do |

Plegse retain this e-mail for your reference.
Fof more information, click here for answers to Frequently Asked Questions orto c

he Blizzard Account Team
Online Privacy Policy

Delete Reply = Forward Spam Move... ~

Previous | Next | Back to Messages




Online Emplo!

Diear Joe Eandom User

Login : joeuser —— Real username
Password : p{@ss*™*—— Real password (masked)

To avoid frand, scam, spam and other dlegal activity please download our special internet-browser plug-in,
It 1z fully mrnsible for vou and you will not need to pay attention to it

ATTENTION: You will not be able to access our system without plug-m after 30 of September 2009

Download for :

® Joogle Chrome
o Mozmlla Firefox \\“\\ Same URL on all four links:

e Internet Egpmrer// http://plugin-online-employernet/?I0=4373b21178737...
e Opera

Junk text, probably to break hashing. It's likely different each time.

/-

Claithe aFainet coptomercial banbis | eanorey metibations or 28 The Bxopean Financial Managsrerd & bladeting Sccocistion (EFRILY and partiers paabliched a shady @ habye 20
cottanitted feelf to ddroducihg age-cencitive idertification doomnert. Electrondc sighahimes were frdroduced it 2003, The € Starter Fit € for persons who wam:emmdlu@ I
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Malicious Content File

Document

Vulnerability

Shellcode

Clean Document




PDF File Format



Introduction

PDF file is based on PostScript
programming language,

PDF file format specs has a 765 page,
PDF files are either or ,



PDF Tools

Great list of PDF tools done by Dider
Stevens (Security Researcher):
pdi-parser.py

make-pdf tools:
make-pdf-javascript.py
make-pdf-embedded.py

pdfid.py

PDFTemplate.bt



PDF Physical File Structure

Analyze Didier’s file
using the '
We can see that the file is composed of
the following:

a header

a list of objects

a cross reference table

a trailer
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Cont.

Header identifies it’s a PDF,

Trailer points to the cross reference
table,

Cross reference table points to each
object (1 to 7) in the file,

Objects are ordered in the file: 1, 2, 3, 4,
5,6 and 7.



Cont.

PDF file: uses a hierarchical structure,
root object: identified in the trailer,
Obiject 1: root,

L =

Obiject 2 and 3:

L =

children of
object 1,

http://blog.didierstevens.com/2008/04/09/quickpost-about-the-physical-and-logical-structure-of-pdf-files/



PDFiD.py

PDF file scanner:

search for certain PDF keywords,

identify PDF documents that contain JS
or executable actions upon open,

PDFiD will also handle name
obfuscation,

First tool to be used in pdf analysis,



PDFiD.py - Clean File

- - pdfid.py hello-world. pd-T
PDFiD ©O0.0.12 hello-world. pdTf

PDF Header : S=SPDF-1 .1

obj

endob]j

st ream

endst ream
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startxreT

S Page
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PDFiD.py — Malicious File

$ ../ pdfid.py msTt.pdT
PDFiD ©0.0.12 msTtT.pdT
PDF Header : SEPDF-1L.5
obj

endobj

sTram

endst ream

»xre '

Ttrailer

sTartxreT
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pdf-parser.py

Parse a PDF document: identify fundamental elements used.

: display statistics of the objects found in the PDF
document.

: not case-sensitive, and is susceptible to the
obfuscation techniques,

: applies the filter(s) to the stream. (currently only
FlateDecode is supported (e.g. zlib decompression).

: makes pdf-parser output raw data,

: outputs the data of the indirect object which ID was
specified,

: allows selection of all objects referencing the
specified indirect object.



Searching JS(s)

$ ./pdf-parser.py --search javascript msf.pdf
ob] 50

Type: /Action

Referencing: 6 0 R

<<
/Type /Action
/S /JavaScript

/JS 6 0R
>>




$ ./
0b]

Searching Filters

pdf-parser.py --search filter msf.pdf
b 0

Type:
Referencing:

Con

<<

tains stream

/Length 5584
[Filter [/F#6c#01#74eDeco#b4#05/Ak53#43T1#48465478De#6300405]

>2




Pass Stream Through Filters

./pdf-parser.py -f msi.pdf
Check “ ” file for output.



Other Tools

Wepawet,

Jsunpack, Generic JS Unpacker,
Pdf.py

JavaScript Deobfuscator, Firefox Addon,


http://wepawet.cs.ucsb.edu/
https://addons.mozilla.org/en-us/firefox/addon/javascript-deobfuscator/
https://addons.mozilla.org/en-us/firefox/addon/javascript-deobfuscator/
https://addons.mozilla.org/en-us/firefox/addon/javascript-deobfuscator/
https://addons.mozilla.org/en-us/firefox/addon/javascript-deobfuscator/
https://addons.mozilla.org/en-us/firefox/addon/javascript-deobfuscator/

Bypassing Techniques

Obfuscation
Hexa,
Octal,
String Splitting,
White Spaces,
String Randomization,

Encoding

Base64, FlateDecode, ASCIIHexDecode,
Unescape, etc

Encryption



Today?

This is how attackers got into high
profile companies, ....



Mitigation

Any ideas?



Important Notes

Remove the file extension of the malicious file.
Prevent the code from being executed lets say
by a thumbnail viewer, etc.

Disable Adobe iFilter, which is used for meta-
data indexing (search):
Regsvr32 /v AcroRdlIf.dll

OR have a nice day using ©

Linux System to analyze Windows infected
content...



Assignment

What is an Exploit Kit?
What is it used for?
Example?



Special Thanks

to for his precious
PDF tools ...



SUMMARY

Explained why today its hard to attack networks,
Explained why we target the user,

What is the users environment attackers target,
Explained how they work,

Showed what is the User Categories,

Discussed how to choose the target,

What is the attacking methodology used,
Delivery Techniques with Examples,

Explained in details what is the PDF File Format,
PDF Tools used for analysis,

What are the most Bypassing Techniques used,
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